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Decision/action requested

It is proposed to take note of the notes below.
ETSI SAGE – 3GPP SA3 joint conf call on 256-bit topics

17 Dec. 2020
15:00-17:00 CET
Location: Gotomeeting
Participants:

Airbus – Mouffron
Apple – Ivy Guo
ATT – Martin Dolly
Bell Canada – Brian Smith
BMWI – Johannes Dörr
CAICT – Wang
CATT – Cheng Feng
CATT – Hui Xu
CATT – Wei Zhou

CMCC – Liu Fuwen 
CMCC – Qi Minpeng

DT – Thomas Pätzold
Ericsson – Alexander Maximov
Ericsson – Ferhat Karakoc
Ericsson – Noamen Ben Henda
Ericsson – Patrik Ekdahl
Ericsson – Pinar Comak
Ericsson – John Mattsson
Futurewei – Marcus Wong
Huawei – Francois Ennesser
Huawei – He Li
Huawei – Juan Deng
Huawei – Longhua Guo
Huawei – Rong Wu
Huawei – Zander Lei
Idemia – Luk Bettale
Idemia – Vujcic Dragan
MSI – Tim Woodward
NCSC – James O
NDRE – Mats Naslund

NIST – Jeff Cichonski
NTT DOCOMO – Alf Zugenmaier (chairing)
Orange – Olivier Sanders
QC – Anand Palanigounder
QC – Soo Bum Lee
Samsung – Rajvel 
Samsung – Nivedya 
Sprint – Greg Schumacher
Thales – Mireille Pauliac
TMUS – Divya Nair
Vodafone – Sophie Bourne
Vodafone – Steve Babbage
ZTE – Shilin You
??? – Roman Samoxvalov
SNOW

· Input document from Vodafone, cf. email (two algorithms)
VF presents
CATT: don’t like two algorithm, what is definition of global algorithm, ZUC is global algorithm
VF: reflect use, NEA1/2 used across the world, NEA3 not at the moment
CATT: support multiple algorithm in 5G
VF: agreed – we meant “more than one”, not “exactly two”.
QC: Do we need two or more algorithms: 128bit algorithms exist. Two mandatory, being a backup is not yet needed, unless 128bit algorithms break due to quantum computing.
Huawei: choice of operators, so for this stage, evaluate all possible algorithms
Ericsson: from performance point of view, only AES meets performance requirements, so if AES breaks, there is no backup. So two 256 bit algorithms are required
DCM: for that argument, only one non-AES 256bit algorithm would be sufficient
VF: true if performance were the only reason to introduce a new algorithm – but we also argue for two 256-bit algorithms
NCSC: support VF, there is no reason required, except for it being proper security practice
Futurewei: all algorithms should have same and fair evaluation criteria. Not exclude one algorithm if the same criteria are met.
DCM: what is the purpose here: mandate support now, or have the specifications ready when some problem is on the horizon.
Ericsson: Performance is a reason to introduce soon to have two performant algorithms
QC: good to be prepared, consider mandating when we reach this bottleneck.
Futurewei: consider a hard target date, make it easier to transition. Moving target easier to put it off.
CMCC: prefer to make specification right now, not hurry with support. Curious whether it is a strong argument  that performance should be considered in software. CMCC only needs hardware based RAN node, so software performance is important.
CATT: is there a specific instruction set used in the performance test in implementation?
VF: very important to consider software performance, many operators are moving to virtualized RAN. Commodity CPUs: commonly used CPUs
CATT: SnowV evaluation used AVX instruction set, 
DCM: so is that generalizable to other SIMD instructions?
Huawei: in UE side, it mainly depends on hardware, more challenging for RAN side.
E//: Evaluated on INTEL and ARM processors as well, using SIMD instruction set, also open to evaluate using other SIMD instruction sets. 
CATT: with CPU manufactured 5 years ago, such a high throughput is not possible, because AES and AVX is not available.
DCM: is that suggesting to use 5 year old CPUs for virtual RAN?
CATT: it would be cheaper, as some operators don’t want to spend that much.
VF: For 20GB/s air interfaces we expect up to date processors 
CATT: some processor may not support AES, just because intel supports AES, this should not become the standard.
DCM: Need to come forward with the instruction set and a performance evaluation on that instruction set.
VF: Don’t want to overstate the “environmentally friendly” argument, performance is more central. SNOW3G in Hardware is not compatible with virtual RAN goals.
Ericsson: agree with VF, Paper on HW performance is just for information, no bearing on software implementation
CATT: 
· Input document from Ericsson (Introduction to SNOW) (cf. email)
Ericsson presents
CATT: if performance is important. Is software performance the only criteria for evaluation
Huawei: SNOW V is not environmentally friendly to vendors. Need more time to evaluate. Target speed can not be reached in software for SNOW3G, but maybe in hardware?
QC: HW implementations typically require much less power, need time to analyze.
DCM: is lower power consumption also possible for low bit rate
Ericsson: power to send bits is 100 times higher than power to encrypt, so power to encrypt irrelevant for low bandwidth
· S3-203338 (SAGE-20-14) LS from SAGE to SA3 on SNOW 3G and SNOW V – which included the “pseudo-specification” of a 256-bit algorithm based on SNOW 3G for performance and implementation complexity evaluation
VF: produced in response to request in last call, so did this help?
QC: will start analyzing, thank to SAGE. In case of inclarities, will reach out to SAGE
Huawei: need more time to evaluate
MILENAGE

· S3-203550, SA3 Reply LS on use of 256-bit block Rijndael in Milenage-256
Thales presents
VF: essentially responded to in next agenda item
· Input presentation from ETSI SAGE (cf. email)
Mats Naslund (NDRE) presents
Thales: confirm that support all AES key sizes with existing accelerators.
NDRE: existing chips or existing design?
Idemia: some chips already support AES 256. Why not stick to TUAK?
NDRE: have backup algorithm.
Idemia: why not same design principle of TUAK
NDRE: the cryptographic building block in TUAK has a huge number of input bits. AES only has 128 (or 256, if Rijndael) bit input. So input block width is the bottleneck. So not possible to apply TUAK construction with AES.
NDRE: why not investing extra in key management algorithm, seems strange. 
DCM: to preserve the side channel hardening that we already have.
NDRE: same tools would most likely generalize.
VF: same techniques could be used for AES and 256 Rijndael. Solicit response to security level discussion
Orange: reason to use AES was maturity. But construction seems new, so could be worse than using Rijndael 256-256
NDRE: security construction is proven, but less efficient
Ericsson: don’t see a point for side channel attacks, as AES round is reused, and that is only place for side channel attacks.
Thales: don’t expect the protection to be straight forward. Thales would support to be 6G ready, so good to be future proof.
VF: UICC vendors should look at construction, check for performance issues.
NDRE: prefer the Feistel construction or use Rijndael, which is easier.
Idemia: AES can be done in round. 
NDRE: but price is distinguishing attacks with complexity of 2^64
Idemia: if targeting 6G, what is the target date?
VF: on pure security grounds, we prefer 256bit Rijndael, but otherwise Feistel construction
Thales: how to provide feedback?
DCM: SAGE to send this slideset as LS to SA3
SECURITY GOALS

· S3-203500, SA3 Reply LS on Observations and questions on 256-bit security goals
Ericsson presents
VF: parametrized algorithms is fine, SAGE can deliver that. Understand the reasons as well.
Ericsson: SAGE could also suggest minimum lengths
VF: if we did that, when would the recommendations be considered: 5G or 6G?
DCM: maybe for specialized MACs in 5G, but unlikely to update the “bread and butter” MACs
VF: what length range can be considered for MAC length
CMCC: study do we need a longer MAC. 
VF: the higher the data rate, the more scope there is for an attacker for testing MACs in a timescale that matters. With UPIP, there will be far more MACs issued, that means lucky guesses are more often relevant
Ericsson: also from performance point of view, there is an issue with order of encryption and MAC.
ZUC

· Verbal status update from SAGE chair
VF (SAGE chair): Last meeting’s status: 256 ZUC still raised concerns during review, but after a constructive discussion with the ZUC design team, some of these concerns were addressed. Performance, especially in software, may be an issue, but that issue may be up to the markets in which ZUC is used. For now, external evaluation is recommended, but only after a final design has been agreed.
CATT: have reviewed the reply, will send a reply still this year.
